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1. Introduction to the UDP Security Software                       
The data stored in your USB flash drive may sometimes be highly confidential and you need to be able to protect those data anywhere, anytime.  USB Disk Pro Security Software (UDP), a “stand-alone” application program included in the Secure Pen Drive, offers several functionalities to keep your data secured.  With UDP, you will be able to protect your data in the secured area with a customized password while leaving the non-sensitive data in the public area.  Even more, you may customize the partitions size for the secured and non-secured area.  Securing your data has never been easier with UDP.  Feel safe wherever you carry your USB flash drive.
2. Before You Get Started
                    




   
Before using UPD with Secure Pen Drive, please note:

· DO NOT plug in two or more Secure Pen Drive at the same time

· UPD is only designed for Windows based operating system (98/ME/2000/XP/Vista)
· Windows 98 users: Please install driver first before using your USB flash drive 
· Windows 2000 users: Please upgrade your system to Service Pack 3 (SP3) or Service Pack 4 (SP4) before using your USB flash drive
· It is very important that you don’t forget the password you’ve entered using UDP (Password hint feature is provided). NO password recovery feature is provided. 

Special Note for Windows Vista Users

Please disable ReadyBoost first before using the UPD software on the Secure Pen Drive.
3. Features



                                     
   
(a)
Disk Free – UPD security AP comes with the Secure Pen Drive you purchased.
(b)
Customized Password – Users can choose their own password up to 16 characters.
(c)
Password Reminder – Password hint function is available as a password reminder.
(e) 
Fixed Password Retry – You have SIX chances of entering the correct password.  A warning is given to the user on the fifth password retry indicting that one more incorrect entry will cause the data stored in the secured area being formatted.

(f) Multi Language Support – UDP supports English, Japanese, Chinese (Traditional/Simplified) language user interface.  Default interface is set to English.
4. Public and Secured Partition



                          
When you plug in your device to a USB port, your operating system should recognize the device and two “Removable Disk” drive will appear.  The first removable drive represents the secure area partition while the second removable drive represents the public area partition.  The security application program - UDP will be stored in the public partition.
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Partition 1 – Secured Area 
This partition is dedicated for secure storage.  When a password is set up using UDP security software, the user will require to type in the password upon the next entry to this secured area.  If NO password exists, this drive is not password protected and accessible by any user.
Partition 2 – Public Area

The public partition is available to all users to read and write data. The security application program – UPD will be stored in this partition. Password security will only apply to the secure partition and will not affect this partition.
5. UDP Operation      



                                

A. Main Screen
(1) Insert Secure Pen Drive in the USB port.

(2) In the partition 2 (public area), double-click and run LOCKvxxx.exe file

(3) The user-interface for UDP will appear as below:
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A
Set up / Change password

B
Disable / Remove password

C
Unlock Device
D
Password Status – Inform if a password has been set or not

E
Device Status – Inform if the device is locked

F
Password Hint – A reminder of the password in case you forget your password

G
Configure Size – Allow user to set the partition size of the secured and public area (must disable password first)

B. Configure Partition Sizes

You may configure the capacity size for the public partition and secure partition.

NOTE: It is recommended to perform this step prior to using your Secure Pen Drive. All data in both partitions will be erased!(except for the UDP program)

(1) Double-click and run LOCKvxxx.exe file.
(2) On the main GUI, Click on the ‘Configure Size’ button. You will need to disable password before resize the partitions. If you have not done so, the ‘Configure Size’ button will not appear. 
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(3) 
A warning message window will appear indicating that data will be destroyed.  If you have not yet backed up your data, click    to exit.  Otherwise, Click     to continue.
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(4) You will see the following window, which allows user to split the partition capacities between the public and the secure area.  Please note that the minimum capacity for public area is 2MB.
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You may cancel this operation at any time by clicking on the     button.  The partition size will remain the same.  When you finish adjusting the partition size, click     to continue. 

(5)
Formatting is now taking place.  When the progress window disappears, the process is finished.

(6)
After configuring your Secure Pen Drive, remove the device from USB port and re-insert it.

(7) You may verify if the partition size has changed.  RENAME the drives   “Public” and “Secure” for the ease of usage.
Public Partition





  Secured Partition


C. Setup Password

When using UDP for the first time, no password is entered and the device is unlocked.  This section will show you how to set up a password.

(1) Double-click and run LOCKvxxx.exe file.  Click on the ‘Set Password’ Button to setup or change your password.



(2) Enter a password of your choice (maximum 16 characters, including spaces).

(3) Confirm password by re-enter the password. 

(4) Enter a password hint as a reminder (maximum 32 characters long).

   PLEASE ENTER A VALID PASSWORD HINT.  NO PASSWORD RECOVERY FEATURE WILL BE PROVIDED.



Note: You can only type in English letters and numbers
(5) Tick the “Show Password” box to see what you have typed.



(6) Click on       to save the password.  A message window will indicate the password has been changed.  The device will be locked automatically when you remove it from the USB port.  Click      to continue.


D. Change Password

If a password exists, you may also change the password at anytime.

(1) Double-click and run LOCKvxxx.exe file. Click on the       button   

     . 


(2) You will be asked to enter your old password and the new password.  An extra entry is required for the new password for confirmation.  Tick the “Show Password” box, if you want to see what you are typing.



(3) Click on      to save the password.  A message window will indicate the password has changed.  The device will be locked automatically when you remove it from the USB port.  Click     to continue.


E. Disable Password
If a password exists, you may choose to disable password.  However, if you wish to re-enter the secured area partition, it is required to enter a password again (refer to Section B – Setup Password).  Do NOT disable password unless you don’t mind other users enter the secured partition without your permission.


(1) Double-click and run LOCKvxxx.exe file. Click on the       button.



(2) Enter password and click      .    
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(3) A message window will appear indicating the password has been disabled.


F. How to Lock Secure Area After Password Setup
When a password has been setup using UPD, simply remove the Secure Pen Drive at anytime during the usage to lock the secure area.  The device will appear to be locked upon the next usage of your Secure Pen Drive.

G. Password Hint Feature
You may have forgotten your password when you try to log in to the secure area partition or change the password.  Fortunately, UDP’s Password Hint feature will remind you the password you have entered.
(1) On the UDP user interface, click on the ‘Password Hint’ button.



(2) A message window will appear to show you the password reminder.


H. Fixed Password Re-entry Feature

You will have six chances to enter the correct password.  This is an added feature in order to better protect your secured data (ie. If you lost your Secure Pen Drive and someone else tries to access your secured data).  
When an incorrect password is entered, you will see the following message window.
 

You will be reminded with the following message if you have typed in the wrong password for the fifth time.


If you typed in the wrong password for the sixth time, the SECURED partition of your device gets formatted automatically.


Appendix

FAQ – Frequently Asked Questions







    
Q1
My Windows 98 cannot detect my device, what can I do ?

A1
Make sure you have installed the latest device driver for your device.  If you have already done so, but Windows still cannot detect your device, please try the following.
(1) Go to "Safe Mode" => "Device Manager"

(2) Remove any devices that's related to USB

(3) Remove any "Unknown devices"

(4) Remove any device which are not present

(5) Remove any devices that's related to your device

(6) Restart machine

(7) Install driver if necessary (download latest driver from website)

(8) Restart machine as requested and then plug in your device

Q2
My Windows ME / 2000 / XP cannot detect my device, what can I do ?

A2
Since there is no driver required for these operating systems, the device uses the built-in driver (USB Mass Storage Class Driver) from these operating systems.  If your operating system cannot find the device, then it is very likely that the built-in driver files were missing or corrupted; please try to recover these files from other computer or from the original Windows operating system CD.  


NB : Windows 2000 users, please upgrade to service pack 3 or later.
Q3
 What if I lost my Secure Pen Drive?

A3
The important data you stored in the secured partition will not leak out even if you lost your Secure Pen Drive.  When a password has been setup in UDP, the secure partition is only accessible by entering the correct password.  Besides the password hint, no password recovery feature is provided in UDP.  The fix-password re-entry feature will only permit unauthorized user to enter the password sixth times before UDP format the secure partition and erase all the data to prevent data leakage.  The data in public partition will not be affected.
Q4
 What if I forget my password?  Is my secure partition permanently locked?
A4
To maintain high integrity of secure data protection, no password recovery feature is provided in UDP.  In order to “unlock” the secure partition, simply enter the incorrect password six times.  UDP will automatically format the “Secure” partition and all the data in this partition will be lost.  This is to prevent breach of secure data to the unauthorized user.






Note: Actual drive volume name might not appear as shown.  You may rename it for convenience
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